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Market Opportunity

Study Period            : 2019 - 2029 
Market Size (2024)      : USD 24.73 Billion 
Market Size (2029)      : USD 138.36 Billion 
CAGR (2024 - 2029)      : 41.10 % 
Fastest Growing Market  : Asia Pacific 
Largest Market          : North America

Major Players



Hiding in AI - crytech7 Source: https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/

Problem Placement



[ ]
Problem Placement

While security 
solutions tend to 
focus on pickle, 
there are other 
emerging formats
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Not Only Pickle
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.npy

.h5

.pt2

.safetensors

.onnx

.ckpt

.tflite
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Process of Running 
ML Models



Stable Diffusion Case

python scripts/txt2img.py --prompt ["PROMPT"] --plms 
--ckpt [PATH-TO-CHECKPOINT-OF-MODEL] --n_samples 1
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Stable Diffusion Case

python
unpickling
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Stable Diffusion Case
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Argument Command Value Default Description

--disable-safe-unpickle None False Disable checking PyTorch models for malicious code.

Stable Diffusion Case
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Argument Command Value Default Description

--disable-safe-unpickle None False Disable checking PyTorch models for malicious code.

Stable Diffusion Case
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Argument Command Value Default Description
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Stable Diffusion Case
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Argument Command Value Default Description
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Stable Diffusion Case
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Argument Command Value Default Description

--disable-safe-unpickle None False Disable checking PyTorch models for malicious code.

Stable Diffusion Case
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Argument Command Value Default Description

--disable-safe-unpickle None False Disable checking PyTorch models for malicious code.

Stable Diffusion Case
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Common Logic

torch.load(f).to('cpu') torch.load(f, map_location='cpu')

loads the model to GPU 
then moves the model params to CPU loads the model to CPU directly



File Formats used 
for ML Models
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Not Only Pickle

Framework Format RCE

PyTorch, Pandas, scikit-learn Pickle ✅
PyTorch TorchScript ✅
Python-based frameworks Numpy ✅
Keras H5 ✅
- ONNX ✅
PyTorch, scikit-learn joblib ✅
PyTorch, scikit-learn dill ✅
H2O POJO ✅
H2O MOJO ✅
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Not Only Pickle

Framework Format RCE

TensorFlow TFLite/FlatBuffers ✅
Python-based frameworks SafeTensors -

TensorFlow SavedModel -

Flax MsgPack -

Spark Arrow -

- PMML -

- JSON -
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Not Only .ckpt

.pth

.bin.mar

.safetensors

.onnx

.keras

.pb

.ckpt

.tflite

.npy

.npz

.h5

.pt2

.pt
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.pt .pth .bin .mar .pt2

Description Format at

Stacked pickle files PyTorch v0.1.10

Tar file with sys_info, pickle, storages, and tensors PyTorch v0.1.1

ZIP file containing data.pkl PyTorch v1.3

 ZIP file with data.pkl, constants.pkl, and version TorchScript v1.4

ZIP file that includes a pickled model, user files represented as a Python 
package, and framework files including serialized tensor data

PyTorch Package

ZIP or TAR file that includes Python code files and pickle files PyTorch model archive format 
[.mar]

ZIP file with JSON files and Python code file Torch.export [.pt2]
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Not Only .ckpt

.pth

.bin.mar

.pt
.keras

.pb
.npy
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.npy .npz

Description Format at

Used to integrate pickle by default as well NumPy [.npy]

ZIP file of NPY files NumPy [.npz]
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Not Only .ckpt

.pth

.bin.mar
.onnx

.keras

.pb
.npy

.npz.h5

.pt2

.pt

.safetensors

.ckpt

.tflite

.npz
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.pb .ckpt .tflite

Description Format at

Custom Protobuf format TensorFlow Saved Models [.pb]

Custom Protobuf format TensorFlow Checkpoint [.ckpt]

Modified binary flatbuffer file TFLite [.tflite]
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Not Only .ckpt

.pth

.bin.mar
.onnx

.keras

.pb
.npy

.npz.h5

.pt2

.pt

.safetensors

.ckpt

.tflite

.npz
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.h5 .keras

Description Format at

Custom Protobuf format Keras

ZIP archive with 2 JSON files and 1 h5 file Keras
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Keras Lambda Layer 
[TesnsorFlow PoC]
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Keras Lambda Layer 
[TesnsorFlow PoC]
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Not Only .ckpt
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.oonx

Description Format at

Custom Protobuf format OONX
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Not Only .ckpt
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.keras

.pb
.npy

.npz.h5

.pt2
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.ckpt

.tflite
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.safetensors
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.safetensors

Title Severity

Tensor offsets are not checked against the total size of the tensor 
data

Medium

Tensor size calculations may overflow in Metadata::validate Medium

The safetensors library allows zero-sized tensors Informational

The SliceIterator type does not validate tensor indexers against 
the tensor shape

Low

Insufficient test coverage against adversarial inputs Medium

Serialization can panic on malformed JSON Informational

Underspecified JSON behavior can lead to parser differentials Low

PyTorch conversion utility is vulnerable to arbitrary code 
execution

Undetermine
d

Python dependencies are not semantically versioned Low

The safetensors library does not check for exceptional values Informational



How to Hide 
Malicious Code in ML 
Models? [ HIDE ]
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Attack Variants

Exploiting 
Format-Specific Features 
[e.g. Keras Lambda Layer] 

04
Embed Payload in 
Least Significant 
Bits of a Tensor

02

Embed payload in 
Python Files

03
Exploiting 
Serialization

01



Hiding in AI - crytech7 38

Not Only .ckpt

.pt

.pth

.bin.mar

.pte

.pt2

.ptl

.safetensors

.onnx

.keras

.pb

.ckpt

.tflite

.tfrecords.npy

.npz

.gguf
.ggml.llamafile

.h5
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.safetensors
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safetensors/convert issue



Hiding in AI - crytech7 https://hiddenlayer.com/research/silent-sabotage/ 41

safetensors/convert issue

SFConvertbot

PyTorch model with exploit payload 
& check_file_size function bypass 

via function pointer overwrite
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safetensors/convert issue

SFConvertbot

PyTorch model with exploit payload 
& check_file_size function bypass 

via function pointer overwrite

upload to HF repo
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safetensors/convert issue

SFConvertbot

PyTorch model with exploit payload 
& check_file_size function bypass 

via function pointer overwrite

upload to HF repo

converting a malicious PyTorch model and issuing a pull request
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safetensors/convert issue

SFConvertbot

PyTorch model with exploit payload 
& check_file_size function bypass 

via function pointer overwrite

upload to HF repo

converting a malicious PyTorch model and issuing a pull request

exfiltrating the Hugging Face SFConvertbot token to attacker’s server 
(rce via torch.load() when converting file)



Detection 
Strategies  [ SEEK ]
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Detection Methods

Search for Python Calls 
and Imports 

01

Validate File Format 
Structure

02

Search for External 
Module References

03

Search for Obfuscated or 
Encrypted Data

04

Search for Unusual Binary 
Blobs

05
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Search for Python Imports
Python Imports

os builtinssubprocess runpy

os calls subprocess calls builtins calls runpy calls

popen Popen open run_code
system call exec

run eval
… … …

…



Final Tips
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General Tips

Review Code and 
Dependencies

04
Encrypt Sensitive 
Data

02

Limit 
Model 
Privileges

05
Always 
Stay 
Up-to-Date

03
Run Models in 
Sandboxed 
Environment

01

Hiding in AI - crytech7
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https://t.me/aisectech 
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> whoami

Tatiana Kurmasheva
Blog: https://t.me/nwnotes 

➔ IT Security Specialist 

➔ Researcher
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Q&A
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