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Who am I? // https://ia.github.io

 System Engineer

 Open Source Developer:

● official IronOS maintainer

● HydraFW contributor

● patches, pull requests, bug reports, docs updates, …

 Independent Researcher

 I  Community!� ❤️�
● Free Software Ideology

● Right to Repair Movement

● Hackerspace Culture 2



Intro

A friend of mine:

●  bought multiprotocol usb modem

●  but lost & forgot credentials for WiFi AP & WebAdmin

●  and did ask me to help…
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SadTrombone.ogg
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● coreutils { file, hexdump, dd }

● binutils { objdump/objcopy, readelf, strings }

● binwalk, unblob

● gdb / IDA / Ghidra

● mount firmware.fs && cp qemu-ARCH-static firmware.fs/bin/; 
chroot firmware.fs

04 BININT
● repair kit with screw drivers

● multimeter

● (de)soldering equipment

● *scope

02 PHYINT

DO NOT BE EVIL TO THE MAX!

05 EVILINT
● logic analyzer, logic level shifter

● radio sniffers / SDRs (ubertooth,
bladerf/hackrf, CC2531), wire sniffers (QC/PD)

● PirateBus / HydraBus, BlackMagicProbe, 
FlipperZero

● board view software

● nmap, curl, tcpdump / wireshark

03 SIGINT
● fccid.io

● mac.lc

● specifications

● datasheets / schematics

01 OSINT 

Device *INT
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OSINT
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PHYINT
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SIGINT: what is «signal»?
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Olax U90
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Interfaces



11

Connectivity
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adb access

http://192.168.0.1/goform/goform_set_cmd_process?goformId=SET_DEVICE_MODE&debug_enable=1
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Guess OS?
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Extract & Locate
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53/tcp open
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CD-ROM Image
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Covert Channel



- BadUSB:

●  CDROM

●  NIC

●  KBD(???)

             Vectors of attack 

- Redistribution:

●  infect Windows by a modem with payload… 

●  …which infects modems connected to Windows

- (Re)supply chain attack

- Evil WiFi (karma/mana/evil twin/…)
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What’s Next?

 u-boot command line

 “populating” test points

 telecom chipset

 …
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Mitigations

 factory reset

 hashing of passwords & other credentials

 data encryption (fs/block layer)

 rootfs protection

 secure boot, chain of trust, … 
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Conclusions

 cheap hardware == cheap security

 a lot of vulnerable devices are out there

 “insignificant device” – DOES NOT MEAN HARMLESS DEVICE

 (secure) engineering > programming languages, toolchains, buzzwords…
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Q&A


